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ESET teknolojilerinin dort ayagi

Koruma ESET ‘Makine Insan
Katmanlari LiveGrid® Ogrenimi Deneyimi
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Calistirilmadan once

Unified Extensible Firmware
Interface (UEFI) Scanner

ESET 6nyukleme ortamini kontrol
ederek glivenligini saglamakla gorevili
bir katmani Grudnlerine ekleyen ilk
uretici.



Calistirilmadan once

Network Attack Protection

Ag iletisimini denetler, tespit eder ve engeller
* Buyuk botnetler: Bayrob, Bedep, Boaxxe

* Truva ati indirenler: Adload, Banload, Dagozil,
Wauchos, Upatre, Zurgop

* Casus Yazilimlar: Zbot, Banker,
Agent.(cesitleri)

* Dosya Sifreleyiciler: Cryptowall

» Istismar Kitleri: Sundown, Neutrino,
Magnitude, Stegano EK, Rig, MWI

* Diger web tehditleri: RouterDNSChanger,
Mailspam




Calistirilmadan once

Reputation & Cache

* Dosya veya URL gibi bir nesneyi incelerken,
taramadan dnce urunlerimiz yerel 6nbellegi kontrol
ederek bulasici veya zararli nesneler olmadigindan
emin olur.

* Nesneler LiveGrid itibar sisteminde sorgulanir. Bu
da tarama etkinligini arttirarak zararh yazilim
bilgilerinin musterilerimiz arasinda hizla yayilmasini
saglar.

* URL kara listeleri ve itibar sistemi, kullanicilarin
zararli icerikli sitelere veya phishing sitelerine
erismelerini engeller.



Calistirlmadan once
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DNA detections

Ozelliklerin yiksek diizeyde gosterimi

* Statik analiz (deobfuscation)
*  Dinamik analiz (emulation)

* Tum potansiyel zararli dosya turleri icin
DNA tespiti
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DNA Detection

Download from URL

Create EXE file

Add to autostart

Keyboard reading

Winsock send




Calistirilmadan once

In-product Sandbox

» Karmasik polimorfik zararlilari emule
ederek acik formlarini ortaya cikarir.

* Milisaniyeler icinde calisir, hafif ve
etkilidir.
* Platform bagimsizdir.
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Advanced Memory Scanner

VRV A= Al [l DNA Taramasi

%\yigggﬁ? ¥ Kod istismari Degistirilmis/indirilmis B
’ Bellek sayfalari Advanced
Memory
Sistem Scanner

Bildirim
Exploit Blocker

isletim Sistemi
N Y
'

Davranissal paternler tespit edilir ve engellenir
Kurallar uygulanir




Exploit Blocker

Sikca hedeflenen ve acik veren
uygulamalari izler.
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Ransomware Shield

* Ransomware baska bir malware taruddar.

* 110 milyon sensér ve anonim LiveGrid
verileri yeni ransomware saldirilarini bildirir.

< * Davranissal (jenerik, aileye ozel, dosya

tabanli) ve itibar tabanli sezgisel tespit.
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Calistinildiktan sonra

Botnet Protection




Calistirildiktan sonra
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ESET LiveGrid®

110+ milyon cihaz, verileri

ESET LiveGrid®‘e raporluyor.



Calistirlmadan once Calistirilirken Calistinldiktan sonra

@ LiveGrid® Feedback system
@ LiveGrid® Reputation system
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ESET LiveGrid® Daha Hizli Tepki Demek
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Endpoint detection
& data collection & labeling

UEFI l
Scanner

Network Attack

Protection
Code analysis & scanning / Features extraction /

Machine Learning based detection
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ESET Machine Learning akis

NEURAL NETWORKS PROBABILITY
(LSTM & DEEP LAYERS) VALUES

EMULATION & DNA GENES

CONSOLIDATION FINAL DECISION
> DATA ANALYSIS (FEATURES) — —>

A PROBABILITY T
(6 CLASSIFICATION VALUES -
MODELS)
—— AT R BEHAVIORAL FEATURES

> > EXTRACTION

ANALYSIS MEMORY ANALYSIS
& EVALUATION







(esl) SMART SECURITY 9

Network threat blocked
A Web threat |

A threat (CVE-2017-0144_eternalblue) was found when P - -
System was redirected to access a web server that installs
malware. This can be an attempt to gain control over

your computer. |

The threat was blocked.

Change handling of this threat

Learn more about this message
T —

-




ENDPOINT ANTIV

Custom scan ?

Scan completed: Threats found
A Threats found: 2 (Cleaned: 0)

Detection Engine used: 18088 (20180921)

Scan Log
Version of detection engine: 18088 (20180921)
Date: 21-Sep-18 Time: 10:19:48 AM

Scanned disks, folders and files: Boot sectors/UEFI

Number of scanned objects: 474
Number of threats found: 2
Number of cleaned objects: 0

Time of completion: 10:30:39 AM Total scanning time: 651 sec (00:10:51)

v Scroll scan log




CYBERSECURITY
EXPERTS ON YOUR SIDE

Tesekkiirler..
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